
User Guide for the Wokingham Schools Secure Email System
The Wokingham Schools Secure Email system available with your new Office365 email address 
ending in weycp.org.uk provides your setting with the ability to send secure encrypted emails to 
schools in Wokingham, Wokingham and Reading Borough Councils, and any external bodies (e.g. 
Police, NHS) as well as individuals. 

Why should I use it and when?
Sending a normal email across the internet is like sending a postcard in the normal mail – anyone 
who can get access to the postcard can read it as it has no protective envelope like a letter does. In 
the same way anyone who can get access to your email as it travels across the internet can read it, 
unless it is protected with encryption.

Your setting has a statutory responsibility under the Data Protection Act to protect personal and 
sensitive information at all times. Whenever the information being communicated contains personal 
or sensitive information, you should use a secure encrypted method of communication. The 
Wokingham Secure Email system provides this protective encryption for information and 
attachments sent via email, when the subject line of the message includes the text [secure] including 
the square brackets.

How do I send a secure email?
It is very simple – just put [secure] somewhere in the Subject line.  You must use square brackets to 
enclose the word secure but the word secure itself can be in uppercase/lowercase/a mixture.

IMPORTANT – ALWAYS DOUBLE CHECK THAT YOU ARE SENDING THE INFORMATION TO THE 
CORRECT EMAIL ADDRESS

The first time you send a [secure] email in this way to an address outside your setting, you will 
automatically be set up as a user of Schools Secure Email.

If you are sending a secure email to an external recipient for the first time (ie they are not a 
Wokingham School or at Wokingham or Reading BC) we strongly recommend that you inform them 
what will happen by normal email first (see the next section ). 

Best Practice for Using Secure Email to communicate externally
Before sending an email to an external body or person for the first time we recommend sending 
them a normal email explaining what to expect. If you don’t do this, they may think your message is 
spam and delete it. An example explanatory message might say:

“I am about to send you a secure encrypted email using the Wokingham Schools Secure Email 
system. 
If this is the first time you have received a Wokingham Schools Secure Email, you will receive an email 
with a link inviting you to set up your own clue and passphrase to access your own Wokingham 
Schools SecureMessenger mailbox.
This mailbox will be used to transmit secure emails sent to you from any school on the Wokingham 
Schools Secure Email system.
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IT IS VERY IMPORTANT that you remember the passphrase that you set for this mailbox as it cannot 
be reset if forgotten. If you forget the password the mailbox will have to be deleted and the 
information within it re-sent.
Messages and information stored in this mailbox will be deleted automatically after 90 days. Please 
download any information that you need to keep for longer than this.”

What will the recipient see?
The following scenarios explain what the recipient will see when they are sent a [secure] email:

If the recipient is in another school on the Wokingham Schools Broadband network:

 the email will arrive in their inbox as a normal email, retaining the [secure] marking in the 
subject line. It will be encrypted during transit (using TLS encryption only). There will be no 
attachments to indicate it was encrypted, but [secure] will be retained in the subject line to 
indicate the sensitivity of the information.

If the recipient is at Wokingham or Reading Borough Council and they are already registered to 
use Secure Email: 

 the email will arrive in their inbox as a normal email, together with two Globalcerts 
attachments indicating that the message was encrypted in transit and decrypted on receipt, 
and [secure] will be retained in the subject line.

If the recipient is:

- at WBC or RBC and they are not yet registered to use Secure Email
- at another external body or personal email address, and they haven’t previously received a 

secure email:
 The recipient will be sent an email containing a web link they are asked to click on to set up 

their own individual clue and passphrase in order to access their own Schools 
SecureMessenger Mailbox. This same mailbox will be used to store and retrieve secure 
messages from any Wokingham schools who are using the system. 

 Items in the recipient’s Schools SecureMessenger mailbox will be deleted automatically after 
90 days.

 Note that the recipient will use the same Schools SecureMessenger mailbox and password  
for secure email from any Wokingham school or setting using the system, so the recipient 
will only have to set up the mailbox password once.

 Recipients using the Schools SecureMessenger mailbox can download attachments, and 
reply to emails using SecureMessenger, but cannot forward the information on using the 
secure mailbox. 

 NB Senders should remind recipients that they must remember the passphrase they have 
set or they will lose access to the mailbox and any information sent would have to be re-
sent. It is not possible to reset the passphrase if it has been forgotten. Recipients can 
however change their own passphrase if they know what their current one is.
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I have been using a SecureMessenger Mailbox to receive information from 
WBC – what will happen to that in future?
Any existing WBC SecureMessenger mailboxes used to receive sensitive mail will remain accessible 
until the information within them expires. 

New secure emails from Wokingham will start to be received directly into your inbox once you have 
sent your first [secure] message, which will register your email address as a Secure Email User.

I have sent a secure email to someone at WBC, but they say they are being 
asked to set up a password to access the message – why?
If this happens it probably means that the recipient email address has never been used to send a 
[secure] email and so is not registered as a user of secure mail yet:

 If the recipient address is an individual email address at WBC then they will need to check 
with WBC IT Support that they are registered as a Secure Email user. 

 If the recipient address is a group mailbox or distribution list at WBC then they will need to 
ask WBC IT support to set that mailbox/distribution list up as a Secure Email user. 

Important Note regarding auto-forwarding and [secure] email
If a [secure] email is auto-forwarded from your Office365 weycp.org.uk address to your external 
corporate email account, the system will automatically create and use a SecureMessenger mailbox 
to forward on the email. This mailbox will allow you to access the information sent to you from WBC, 
but it will not allow you to reply to WBC directly. If you reply to the email in the SecureMessenger 
mailbox, the reply will just be sent to your WEYCP address and not back to WBC.  You must log into 
your WEYCP.org.uk email account to return your data to WBC securely.

I need some help with Secure Email – who should I contact?
For queries about using the Wokingham Schools Secure Email System with your setting’s Office365 
email account, please email diane.cox@wokingham.gov.uk or call on 07801 664581.

General problems sending and receiving ordinary emails should be reported to the Early Years Team  
in the first instance.
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